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1. OBJIACTDb IITPUMEHEHU A
ITporpamma wmexaucuummHapHoro wmoxayias MJIK.02.01
MH()OPMAIIMOHHO- TEJIEKOMMYHMKAIIMOHHBIX CHUCTEMaxX M CeTSIX C UCIOJb30BAHUEM
MPOrPaMMHBIX M TPOTPAMMHO- aIlllapaTHBIX CPEICTB 3aIlUTHl  SIBJISETCS YaCThIO
oOpazoBatenbHOM porpamMmsbl B cooTBeTcTBUU ¢ PI'OC mno cnenuanbHoctu CITO 10.02.04
OO0ecneuenre THPOPMAITMOHHONW 0€30TTACHOCTH TEIIEKOMMYHHUKAITMOHHBIX CUCTEMAaX.

3ammra wuHQOpPMALUU B

PaGouas mporpamma MokeT OBITh UCIOJIB30BaHAa B JOMOJHUTEIBHOM MPOGECCHOHATBHOM
00pa3oBaHUM.

2. MECTO MJIK B CTPYKTYPE OBPA3OBATEJBHOM ITPOT'PAMMBbI
[Tporpamma wmexaucuurummHapHoro wmoxayias MJIK.02.01  3amura wuHbpopMmanuu B
MH()OPMAIIMOHHO- TEJIEKOMMYHMKAIIMOHHBIX CHUCTEMax M CETSX C HCIOJb30BAHUEM
MIPOrPaMMHBIX U IPOrPAMMHO-ANMNAPATHBIX CPEICTB 3aLIUThI BXOAUT B MIPO(HECCUOHAIBHBIN
Moayns IIM.02 3amurta wHpopMarmu B HWHPOPMAIMOHHO- TEIEKOMMYHUKAIIMOHHBIX
CHUCTEMaX M CeTSX C MCIOJb30BAHHEM IMPOTPAMMHBIX M MPOrPAMMHO- alllIAPATHBIX (B TOM

YUCJIe KPUNITOTpaUUECKUX) CPEICTB 3AIMUTHI UUTAETCS B 8 CEMECTpaX.

Ha xommereHLMSIX,
MPOXOXKICHUE

dbopmMupyeMbIX Ha
IIPOU3BOJACTBEHHOMU

MPAKTUKHI

npodeCCHOHATTBHOM ~ MOJIYyJIe

Gaszupyercs

U  TPOU3BOACTBEHHOM  IPAKTUKU

(HpeﬂHHHHOMHOﬁ), d TaKXC IMOATOTOBKAa M 3alllUTa AJUIINIOMHOI'O IIPOCKTA MW BbIIIOJIHCHUSA
ACMOHCTPALIMOHHOI'O 3K3aMCHA..

3. KOMIIETEHLIU OBYYAIOHIETI'OCA, ®OPMUPYEMBIE B PE3VJIBTATE
OCBOEHUA MJIK U UTHAUKATOPBI UX JOCTUXKXEHUA

3.1. ITpodeccnonanbHbIe KOMITETEHIIMN U MHANKATOPHI UX JOCTHUXKCHUS

Kareropus (rpymra)

KOI[ N HAMMCHOBAHHUC

MuHMMaJIbHBIE Tpe6OBaHI/I$I

HCCAHKIUOHUPOBAHHOI'O
JOCTyIIa U CIICHUAJIBbHBIX

npodeccuoHalIbHbIX MpoeCCUOHATBHBIX
KOMITETEHIIUI KOMIIETEHIIUU

IIK 2.1. I[IK 2.1. IlpousBoauts | [ITpakTUYeCKHi1 OTIBIT:
YCTAaHOBKY, HACTPOMKY, | YCTAHOBKH, HACTPONKU, UCTIBITAHUN U
UCTIBITAHUS U | KOHPUTYpUpOBaHUS TIPOTPAMMHBIX U
KOH(pUTYpUPOBaHUE MNpOrpaMMHO- almnapaTHbIX (B TOM
MPOTPaAMMHBIX U | ynciae KpUNTorpauyeckux) CpeacTB
MpOrpaMMHO- 3aIUTHI uHpopmau B
anmapatHeix, B  ToM | obopynoBanun UTKC;
qucie YMmenus:
KPUTITOTpaUIECKUX BBISIBJISITh M OLIGHUBATh  yIPO3bI
CpelCTB 3amuThl | 6e3omacHoctu nHpopmanuu B UTKC;
nHpopman OT | HACTpauBaTh M MPUMEHSITH CPEJCTBA

3aIUTHI nHpOpPMALINHT B
OTIEpPaIIMOHHBIX CHCTEMAaX, B TOM YHCIIE

BO3JICUCTBUMN B [ cpeacTBa aHTUBUPYCHOM 3AILUTHI;
obopy1oBaHue IIPOBOJUTL YCTAHOBKY M HACTPOUKY
MH()OPMAITMOHHO — | mporpammHBIX " IIPOrpaMMHO-
TE€JIEKOMMYHUKAIIMOHHBIX | allllapaTHBIX (B TOM 4yucie
CHUCTEM U CeTen KPUNTOTPa(PUIECKIX) CPEICTB 3AITUTHI
nHpopmauy;
IIPOBOJIUTH KOH(PUTYypUPOBaAHUE
IIPOrPAMMHBIX u IIPOrpaMMHO-
anmnapaTHbIX (B TOM 4yucie




KPUNTOrpauUYeCcKrX) CPEACTB 3AIUTHI

uHpOpPMaALTUHT

3HaHUS:

croco0OB 3amUThl WH(GOPMAIIMK OT
HECaHKIIMOHUPOBAHHOI'O JOCTyTa
(manee — HCJ/l) wu cnenuaabHBIX
BO3/ICHICTBUI Ha HEe;

THITOBBIX MIPOrPaMMHBIX u

MPOTPaMMHO- aNmapaTHBIX CPEICTB
3amuThl nHpopMmanuu B UTKC;
KPUITOrpapUUECKUX CPEACTB 3aIUThI
nHpopMaIH KOH(UICHIIMATEHOTO
XapaxkTepa, KOTOPbIE MPUMEHSIOTCS B
HUTKC

IK 2.2.

IIK 2.2. TloanepxuBaTh
OecniepeOoiiHyl0 padoTty

MPOrPaMMHBIX u
MPOTPaMMHO-
anmapaTtHbIX, B  TOM
qucIe u
KpUNTOTpahuIeCcKIX
CpEJICTB 3aIIUTHI
nHGbOpMALTIU B
MH()OPMAITMOHHO —

TEJICKOMMYHHKAITMOHHBIX
CUCTEMAX U CECTAX

[TpaxkTuueckuit OnbIT:

nojijiep>kanusi becrnepedoHoOM padoThl
MPOrPaMMHBIX u MPOrPaAMMHO-
anmnapaTHbIX (B TOM qucle
KPUNTOrpapuyeCcKrXx) CPEACTB 3AITUThI
nnpopmarm 8 U'TKC

YMenus:

BBIABJISITH UM OLICHUBATH  YI'PO3bI
oe3zonacHoctu uHpopmanuu B UTKC;
MPOBOJIUTh KOHTPOJb IMOKa3aTenel u

npoiiecca (GYHKITMOHUPOBAHMS
MIPOTPaMMHBIX u MPOrpaMMHO-
anmnapaTHbIX (B TOM qucie
KPUNTOTpapUIECKHX) CPEIICTB 3aITUTHI
nHpopmauy;

MIPOBOJAUTH BOCCTAHOBJIEHHE ITpoLIEcca
U TapaMeTpoB (PYHKIIMOHMPOBAHUS
MPOrPaMMHBIX u MPOrpaMMHO-

arnmnapaTHbBIX (B TOM qHcie
KPUNTOTPaPUIECKIX) CPEIICTB 3aIUTHI
nHpopmauy;

MPOBOJUTH TEXHUYECKOE
obcinyXuBaHUe u PEMOHT

POTPAMMHO- alMapaTHbIX (B TOM
YHUCIIe KPUNTOTPA(PUIECKUX) CPEICTB
3aIUThI UH(DOpMAITIT

3HaHUS:
BO3MOXHBIX  yrpo3  0Oe3omacHocTu
nnpopmaru 8 UTKC;

Ccroco0oOB 3amUThl WHOPMAIIMK OT
HC/I u cneumanbHBIX BO3JACHCTBUM Ha
Hee;

nmopsifka  TECTUpPOBaHMS  (PyHKIMH

MPOTPaMMHBIX " MMPOTrpaMMHO-
armapaTHBIX (B TOM quCIe
KPUNTOrpaUUIECKUX) CPEACTB 3aAIUTHI
nHpOpPMALINH;

OpraHM3aIu u coJiepKaHus

TEXHHUYCCKOI'O O6CJ'Iy>KI/IBaHI/I$I u




PEMOHTa POTrPAMMHO-AMMAaPATHBIX (B
TOM  4YHClIe  KpUNTOrpaduuecKux)
CPEJICTB 3aIIUThI HH(OPMAIIHH;
nopsaka  u MPaBWII BEICHUS
JKCIUIyaTAllMOHHOW JOKYMEHTAIMU Ha
IpOrpaMMHBIE u IPOrPaMMHO-
arnmnapaTHble (B TOM qucie
KpunTorpahuyecKue) cpencTBa
3aIUThI UH)OpMAITIT

I1K 2.3.

I[IK 2.3. OcymuiectBiasiaTh
3aIMTy WHpOpMAIUU OT
HECAHKIIMOHMPOBAHHBIX

NeUCcTBUH U
CITelIMaJIbHBIX
BO3JeHCTBUN B
nH()OPMAITMOHHO—

TEJIEKOMMYHHKAIMOHHBIX
CUCTEMax M CETSIX C
HCITOJIb30BaHUEM
MMPOTrPaMMHBIX u
MMPOTrpaMMHO-
anmapaTHeIX, B  TOM
qucie
KPHUIITOrpaUIECKUX
CPEJICTB B COOTBETCTBUU
c MPeIbSBICHHBIMHU
TpeOOBAHUSIMU.

[TpakTuueckuii OnbIT:

sammTel  wHpopMammu ot HCH wu
crenuanbHbIX Bo3aeicTeuil B UTKC ¢
UCIIOJIb30BAHUEM  MPOrPAMMHBIX U
IPOIPAMMHO- allapaTHbIX (B TOM
YHUCIle KPUNTOTPA(PUIECKUX) CPE/ICTB
3alUThI B COOTBETCTBUU c
MPEbSIBISIEMBIMA TPEOOBAHUSIMU
YMeHnus:

BBISIBIIATH U OLEHUBATh  YI'PO3BI
6e3onacHoctn nunopmarmuu 8 U'TKC;
HAaCTpauBaThb M HPUMEHATH CPEICTBA
3aIUTHI nHpopmanu B
ONEPALMOHHBIX CUCTEMAX, B TOM YMCIIE
CpEICTBA AHTUBUPYCHOMU 3alIUTHI;

MPOBOJIUTH KOH(PUTYPUPOBAHKE
MPOrPaMMHBIX u MPOrpaMMHO-
anmnapaTHbIX (B TOM qucie
KPUNTOTpapUIECKHX) CPEIICTB 3aITUTHI
nHpopMarmn

3HaHUS:

BO3MOXHBIX  Yrpo3  0€30MacCHOCTH
unpopmanuu B U'TKC;

crioco6oB 3amutel uHGopmanmu HCJ
U CIIELIMAIbHBIX BO3IECHCTBUI Ha HEE;
THUIIOBBIX MIPOrpaMMHBIX 15
MIPOTPaMMHO- aIlllapaTHBIX CPEJICTB
3amuThl nHpopMmanuu B UTKC;
KPUNTOrpapUUIECKUX CPEACTB 3aIUThI
nHpopMarm  KOH(MUICHIINATIBEHOTO
XapaxkTepa, KOTOPbIE MPUMEHSIOTCS B
HUTKC;

opsiIKa u IpaBUII BEIECHUSA
9KCIUTyaTallMOHHON JOKYMEHTAIlU Ha

MIpOTrpaMMHBIE " MPOTrPaMMHO-
anmnapaTHble (B TOM quclie
KPHUIITOTpapUUECKHE) cpeacTBa

3aIUTHI HHpOpPMATUT

4. CTPYKTYPA MJIK

Oo6mmas tpynoemkocts MJIK cocraBinser 2.94 3aueTHbIX equHUIbI, 106.0 akaieMHUyecKX 4acos.




1 — Ne i/

2 —Tema (paznen) MK, kypcoBas paboTta (IpoeKT), IPOMEKYTOUHAS aTTeCTaIUs

3 — Cemectp

4 — Buibl KOHTAKTHON paOOTHI U TPYTOEMKOCTD (B aKaJIeMHUYECKUX Yacax)

4.1 — JI (JIexun)

4.2 — Jlexuiuu B BUJE MPAKTUYECKON TOATOTOBKHU

4.3 — 113 (ITpakTryeckue 3aHATHS)

4.4 — ITpakTUUECKHE 3aHITHUS B BUJIC TPAKTUIECKON TTOATOTOBKHU
4.5 — JIP (JlabopaTopHbIie paOOTHI)

4.6 — JTabopaTopHbie pabOTHI B BUE MPAKTUYECKON MOATOTOBKH
4.7 — UKP (Muas xoHTakTHast pabora)

4.8 — KTO (KoHTpoJib TEOPETUUECKOTO OOYyUCHUS)

4.9 — K9 (KoHuTposb Ha sK3aMeHe)

5 — KoHTposb (B akaJIeMUYECKUX Yacax)

6 — CaMocTtosTenbpHas paboTa (B akaJleMUYECKUX Yacax)

7 — @OpMBI TEKYLIErO KOHTPOJIS YCIIEBAEMOCTH

4.10 -V (Vpokn)

4.11 — C (CeMunapckue 3aHITHSA)

1 2 3 516 7
4114214344145 ]146(4.10)14.11(4.7]14.8|4.9

1 | Tema 1.1. 8 |8 8 48 2 orpoc
ObecrieueHue MpaKkTHYecC
0e30macHOCTH kue/
OITEePAITMOHHBIX mabopartop
CUCTEM HBIC

paboThI

3 | Tema 1.2. 8 |8 10 2 oIpoc
Texnonoruu MIPaKTHYEC
pa3rpaHUYCHUS KHe
Jocryna paboTsl

4 | Tema 1.3. 8 |8 10 2 orpoc
ObGecnieuenvie MPaKTHUEC
nH(pOPMAITMOHH Kue
on paboTsl
6e30MacHOCTH
ceteil. OCHOBBI
TEXHOJIOT I
BUPTYaJIbHBIX
3AIIUIIIEHHBIX
cereit VPN

9 | IIpomexyTtouHas| 8
aTTecTams

HTtoro 24.0 28.0 48.0 0.0 {00 ([0.0([0.0([0.0[0.0f6.0
5. COAEPKAHUME MJIK
5.1. Jlekuuu
Noe ni/ HaunmMeHnoBaHue TeMbl Coneprxanue TeMbl (paszena)

1| (paznena)




Tema

1.1.

0e30IacHOCTH
OTepPaIIMOHHBIX CUCTEM

O0ecnieueHue

[TpoGaeMsr obecreueHust 0e30MmacHOCTH
OIepaLIMOHHBIX CUCTEM. [TonHOCTBIO
KOHTPOJIUPYEMbIE CHUCTEMBL. YactuuHo-
KoHTponupyemble cuctembl. WindowsXP. Windows 7.
Windows8. Linux. QNX u gpyrue ornepaiioHHbIE
CUCTEMBI.

TexHonoruu ayTeHTU(GUKALIIH.

AyTeHTHUKaIA, aBTOPHU3ALIMS u
aIMUHUCTPUPOBAHUE NEUCTBUM NIOJIB30BATEIS.
Meroas! ayTeHTUhUKAUN

ITapomnu. PIN- kopfsl. MeTtonrsl HAJIE)KHOTO
COCTaBJICHHS TTAPOJICH.

Crporas ayTeHTH(pUKALIHS.

OnHocTOpOoHHSIST ayTeHTUPUKAIMSA. JIByXCTOPOHHSIS
ayTeHTUDUKaIUS

AnnapaTHO-TIpOrpaMMHBIE CPEICTBA UIECHTUPUKALIUU
Y ayTEeHTU(PUKAIIIH.

Toxkenbl. CmapT-kapThl. BupTyanbHble KITIOUH.
[IporpammHoO- amnmapaTHble MOIYJIM JIOBEPEHHOM
3arpy3KH.

3agaun AIIM/I3. Bosmoxnoctn AIIM/I3. Bugsl
AIIM/I3.

AIIM/13 Kpunron —  3aMoK CUCTEMHBII
aIMUHUCTPATOP.

Nzyuenne HACTPOEK CHCTEMHOTO
anMuauctpatopa AIIM/I3.

ATIM /I3 Kpunton —3aMOK, HACTPONKH TTOJIb30BATENS
ATIM/13.

OrpaHundeHus JICUCTBUI ITOJIb30BATEIIS.
Hnentuduxkanus. XypHan peructpandu COOBITHH.
Hacrpoiiku nenoctHoctu cpenst AITM 13

Cextop HXMJI. Ob6nacts mamstu. Paiin, namnka,
KaTaJor.

Tema

1.2.

TexHonorun

pasrpaHU4CHUA JOCTYyIIa

ApXUTEKTypa TMOJCUCTEMbl 3aIIUTBI OINEPAIMOHHON
cuctembl Windows Server2016.

Ocobennoctu oC Windows Server2016.
Bo3MoxxHOCTH anMUHUCTpATOpPA.

Pasrpannuenue mocryna Kk oObEKTaM OINEpaIMOHHON
CHUCTEMBL.

Mopenn  gocryma.  JucKpenuoHHass — MOJENb.
ManpgaTtHas moaens. Ponu.

JlokanpHas MoaUTHKA 6€30MaCHOCTH.

Hacrpoiika m0KajgbHOW MOJIUTUKM O€30MaCHOCTH.
AJIMUHUCTPUPOBAHHUE CUCTEMBI.

N3zonupoBanHas mporpamMMHasi cpena.

Cnoco6b1 opranuzanuu. MeTo/ bl MpUMEHEHUSI.
ActiveDirectory.

KommiekcHast cucremMa oOpraHu3allud —YIpaBIEHUS
nocrynom. Mucransuus. Hacrpoiika.

AyauTt 0e30MMacHOCTU ONIEPAITMOHHON CUCTEMBI.
Metonpl TPOBENEHUS KOHTPOJBHBIX IMPOBEPOUYHBIX
Mepornpustuid. [IporpamMmmuble cpeAcTBa ayaura.
DYHKIIUN MEXKCETEBBIX IKPAHOB.

OrpanuyeHue [JOCTYNAa BHEUIHUX I[1OJIb30BATENEH.




Pasrpannuenue nocryna. @unbTpanus Tpadpuka.
Anamu3z uHpopmaumu. IlaketHas  QuiabTpanus.
IMocpenanueckue GbyHKIHIH. JlommoTHUTEThHBIC
BO3MOKHOCTU MD.

OcobeHHOCTH  (DYHKIMOHUPOBAHUS  MEKCETEBBIX
9KPaHOB.

Mogens OSI. Dkpa”upyromuii  MapuipyTu3aTop.
IImr03 ceancoBoro ypoBHs. IIpuknagHON HUTIOS.
1111103 3KCIIEpTHOrO YPOBHSL.

CxeMblI 321U ThI Ha 0a3¢ MEKCETEBBIX IKPAHOB.
[Tonutuka wmexcereBoro B3auMoAercTBUs. CxeMbl
MOJKJIIOUEHUS MD. ITepconanbhubie u
pacopeaenennbie M. I1pobiiemsl 6e3onmacHocTn MD.
TecTupoBaHME MEXKCETEBBIX IKPAHOB.

TpebGoBaHust moxazateneil TectupoBanusi. Kiaccher
MD. TpeboBanus ®CTIK k MD.

3 Tema 1.3. OO6ecneuenue
nH(pOpMAITMOHHON
0€e30I1aCHOCTH ceTen.
OCHOBBI TEXHOJIOTUH
BUPTYAJIbHBIX 3alTUIICHHBIX
cereii VPN

[Tpobaembr nHPOPMATTMOHHON 6€30TTACHOCTH CETEH.
Beenenne B cereBoil MHGOPMALIMOHHBIA OOMEH.
Hcnionp3zoBanue cetn Mutepuer. Monens ISO/OSI u
CTeK MPOTOKOJIOB TCP/ IP.O6ecnieuenue
nH(popMamoHHoi Oe3omacHoCcTH ceTell. CrocoObl
obOecrieueHrst HGOPMAIMOHHONW Oe3omacHocTh. [lyTn
perieHust mpooeM 3auThl THGOPMAIIUU B CETSIX.
KoHuenims nmocTpoeHust BUPTYyaIbHbIX 3alIUIIEHHbBIX
CETEN.

Hanexnast nepeaaya nH(popMaImn o
HE3aIMIIEHHBIM ~ KaHanmaMm  cBsi3u.  Illudposanue.
Ayrentudukanusi.  Bepudukaumsi.  M30bITOUHOE
KOJIMPOBAHUE.

VPN - perieHus 111 TOCTPOECHUS 3AILUIIECHHBIX CETEH.
Bupryanpaple 3amuineHHble ceTH. TyHEIMpOBaHUE.
WNukancynsimus  nakeroB.  CTpykTypa — MakxeTa.
CrpykTypa  3alMIIEHHOrO  makera. BapuaHTbI
MMOCTPOEHUS 3allUILEHHbIX KaHatoB. Knaccudukanus.
3ammTa Ha KaHAJIbBHOM YPOBHE.

IIpotokonst PPTP, L2F, L2TP.

[TpoTokoael (OPMUPOBAHUS 3ALIUIIEHHBIX KaHAJIOB
Ha CEaHCOBOM YPOBHE.

ITporokonsl SSL, TLS, SOCKS.

3alura Ha CETEBOM yPOBHE.

Apxutektypa cpeacts 6e3omacHoctu [PSec, AH, ESP.
3amuTa Ha IPUKIIAHOM YPOBHE.

Opranuzanusi yJaJ€eHHOTO JocCTyna. YIpaBjeHue
uaeHTHuguKameit u gocrynom. CpeacTsa ynpaBieHHs
noctynom.Web- noctyn. IIpotokonst PAP, CHAP,S/
Key, SSO, Kerberos.

5.2. IlpakTuyeckue 3aHATUS

HaunmMmenosanune TeMbl

CopepxaHue TeMbI

[TpakTuueckas padora Ne 1 N3zyuenune cpencts uaeHTU(GUKAIMU ayTeHTUPUKAIIUU

ONlEpallUOHHBIX  cucreM  Hacrpolika  JIOKalbHOU
noautrku 6e3omacHocTn Windows.ITonmutrka maposei.
I[lonutukm yuerHeix 3amucer. HasHauenume 1pas




ITOJIB30BATCIIA

ITpakTuueckas pabora Ne 2

Hactpoiika JoKaJabHOW  TOJUTUKKA  O€30IMaCHOCTU
Windows. Ilapamerpel Oe3omacHoctu. [lonuTuka
ayaura

ITpakTuueckas padora No 3

Hactpolika n3oaupoBaHHOU Cpeabl

ITpakTrueckas padora Ne 4

AIIM/I3 Kpunrton-3aMOK MHUIIMATU3AIUS CUCTEMHOTO
aJIMMHUCTpATOpa,  HMHULMAIM3ALUSA  IOJIb30BATENs,
IIPOBEPKA LIETOCTHOCTU CPEJIbI

ITpakTuueckas padora Ne 5

HpOFpaMMLI HaAC)KHOT'O YAAJIICHHUA I/IH(i)OpMaHI/II/I

ITpakTuueckas pabora Ne 6

ApxuBupoBaHUe HUHGOPMAITTH

ITpakTuueckas pabora Ne 7

[TporpamMMmHBIE CpelcTBa PE3EPBHOTO KOMUPOBAHUS.
Hacrpoiika RAID-MaccuBoB

[TpakTuueckas padora Ne 8

Wncaiinepckass unpopmanus. [Iporpammer  cbopa
nHpopmarmu o I1K

ITpakTrueckas padora Ne 9

Hactpolika MexceTeBOro s3kpaHa.

ITpakTuueckas padora NelQ

OCHOBHBIE JIEHCTBHUS C BUPTYyaJIbHOM MAIIMHOM

ITpakTrueckas padora Nell

PaboTta ¢ KOHTPOJIBHBIMU TOUKAMU

ITpakTrueckas padora Nel2

Hcnonp3oBaHue BHEMIHUX YCTPOWUCTB

ITpakTuueckas padbora Nel3

PabGoTa ¢ mokanbHBIM XpaHuIUIIeM cepTudukaToB B OC
WINDOWS

ITpakTuueckas padora Nel4

VYcranoBka u HacTpoiika [1O

ITpakTuueckas pabora Nel5

Hacrpoiika ITO ¢ moMo11bto rpynmnoBbIX MOJUTUK

ITpakTuueckas padora Nel6

PaszBepteiBanue TMS B cpene Active Directory

[TpakTuueckas pabora Nel7

Hacrpoiika TMS B cpene Active Directory

ITpakTuueckas padbora Nel§

Hactpoiika nomutux TMS

[TpakTuueckas pabora Nel9

HaCTpOﬁKa HCIIOJIb30BAHUS BUPTYAJIbHOI'O TOKCHA

ITpakTuueckas padora Ne 20

Hcnonn3oBanue TOKEHA Ha
aJIMUHHUCTpATOpa

paboueM  mecTte




[TpakTuueckas pabota Ne 21

YcraHoBKa U HACTPOMKA ApaiiBEpoB

ITpakTrueckas padora Ne 22

Pabora ¢ KoHTeitHepaMu

ITpo CSP

3aKPBITOTO
ceprudukaTaMu ToJb30BaTeNns cpeactBamu  Kpumnro

KJIIroya H“

ITpakTrueckas padora Ne 23

[Tpumenenue DallasLock

[TpakTuueckas pabora Ne 24

ITpumenenue MaxPatrolEducation

ITpakTuueckas padora Ne 25

N3yuenne ocHOBHBIX Bo3MoxkHocTel [1O

[TpakTuueckas pabora Ne 26

N3zyuenne nactpoek 10

ITpakTrueckas padora Ne 26

N3zyuenne BozmorxHocrei 110 [denosas noura

5.3. JlabopaTopHbie 3aHATHS

Haumenosanune TeMbl

CopnepxaHue TeMbI

JlaGopaTopnas padora Ne 1

AmnmnapaTHble  CpelcTBa
HACTpOKKa, IKCIUTyaTaIs

mudpoBaHUs

Kpunrton4,8

JlaGopaTopnas pabota Ne 2

KoHTelHepbl. KpuntoH-mmdppoBaHue

[Tporpammubie cpeactBa mudpoBaHus. 3alTUIICHHBIC

JlaGopaTtopnast pabota Ne 3

BoccranoBnenne wHpOpPMAUA THUMOBBIMHU CPEICTBAMHU
ITporpammsel BoccTaHOBIIEHHE HH(POPMALIUN

6. CAMOCTOSATEJ/IbHAS PABOTA

Ne | HaummeHoBaHUE TEMBI Coneprxkanue TeMbl (pasena) TpymoemMKocTh
/11 (pazmena) B
aKaJIEMUUECKHIX
yacax
1 Tema 1.1. [ [Tpezentaus no  Teme:  "lIpoGuemsl | 2
OO0ecnieuenue obecrieueHUst 0€30MaCHOCTH ONEePALMOHHBIX
0e30macHOCTH cucreMWindowsXP. Windows 7. Windowss.
ornepaluoHHbIX cucteM | Linux. QNX".
CaMocTrosTelbHOE  M3yuY€HUE  BOIpoca:
MeTtoabl ayTeHTU(PUKATTUH
IToaroroBka K MpaKTHIECKUM/
1abopaTOpHBIM paboTam
2 Tema 1.2. TexHosiOTHH | HOATOTOBUTH  MPE3EHTALIMIO IO  TeMe: | 2
pa3rpaHUYCHUS "CxemMbl 3alluThl Ha 0a3e MEXCETeBbIX
JIoCTyna 9KpaHOB".
[ToaroroBka K MpakKTUYECKUM paboTam
3 Tema 1.3. [ [ToaroroBka K MpakTuyecKkum/ | 2
OobecnieueHue J1abopaTOpHBIM paboTam
MHGOPMAILIMOHHOMN
0e301acCHOCTH  CeTeH.




OCHOBBI  TEXHOJIOTUU
BUPTYaJIbHBIX

3AIIUIIECHHBIX  CETE
VPN

Pesynbratsl ocBoeHuss M/IK mocturarorcst 3a c4eT MCHOJIB30BAHMS B Ipoliecce OOydeHust
COBPEMEHHBIX HMHCTPYMEHTAJIBHBIX CPEACTB: JIEKIMU C MPUMEHEHUEM MYJIbTUMEIUNHBIX
TEXHOJIOTH, MPaKTUYECKUE 3aHSITHS C UCIOJIB30BAHMEM COOTBETCTBYIOIIETO 00OPYI0BaAHUS.
ITpu npoBeneHNM 3aHATUN UCHOJIB3YIOTCS AKTUBHBIE M MHTEPAKTUBHBbIE (popMbl. B Tabnuie
MPUBEICHO OMHUCAHUE 0OPA30BATEIbHBIX TEXHOJOT U, UCTIOIb3yEMbIX B JTAHHOM MOJIYJIE.

7. OUEHOYHBIE CPEJICTBA JIJIS1 IPOMEXYTOYHOM ATTECTALIUU
[TpumepHbIe BOITPOCHI K TPOMEKYTOUHOM aTTeCTAINN:
5 cemectp (apyrue GopMbl KOHTPOIIS):

1. TIIpoGnembl obecrieyeHuss O€30MACHOCTU OINEPALMOHHBIX cHUCTeM. [lomHOCTBIO
KOHTPOJIUpYEeMbIe cUCcTeMbl. HacTuuHO- KOHTpompyemble cucteMbl. WindowsXP. Windows
7. Windows8. Linux. QNX u apyrue onepanuoHHbIe CUCTEMBI.

TexHomOrMM ayTeHTU(UKALIUH.

AyTeHTUUKAIMS, aBTOPHU3ALMS U aIMUHUCTPUPOBAHUE ICHCTBUH MOJIB30BATEIIS.
Mertonas! ayTeHTUGUKATIAN
ITapomu. PIN-koasl. MeToabl HAIEXKHOTO COCTABIICHUS ITAPOJIEH.
Crporas ayreHTHU(UKALIHS.
OpHocTopoHHsIs ayTeHTU(UKanus. JAByXCTOpOHHSS ayTeHTU(UKALIUS
AmnmapaTHO-TIPOTPpaMMHBIE CPEJICTBA UACHTU(DUKAIIUY U ayTeHTU(PUKAIIIH.
. Tokensl. CMapT-KapThl. BupTyanabHble KIIIOUH.

10 [IporpamMmMmHoO-annapaTHbele MOAYJIA JOBEPEHHOU 3arPYy3KHU.

11. 3apmaun ATIM/3. Bosamoxuoctu AIIM/3. Buasr AIIM/13.

12. ATIM/I3 Kpunton —3aMOK CUCTEeMHBIN aIMUHUCTPATOP.

13. M3yueHue HacTpoek cucteMHoro aamuHucrpatopa AIIM/I3.

14. ATIM3 Kpunron —3amok, HacTpoiku mojb3oBatens AIIM/I3.

15. OrpanwyeHus nAercTBuii moib3oBaTensd. Mnentudukammsa. JXypHan perucrpaiuu
coobiTuii. Hactpoiiku nenocrHoctu cpeast AIIM /13

16. Cextop HXKM/I. Ob6nacte namstu. Maiin, namnka, KaTajaor.

0N L AW

6 cemectp (apyrue GopMbl KOHTPOJIS):
ApXUTEKTYypa MOJCUCTEMBI 3aIUThHI onepaliioHHoM cucteMbl Windows Server2016.
Ocob6ennoctu OC Windows Server2016. BoaMokHOCTH aIMUHHCTpATOPA.
Pasrpanuuenue qocrymna K 0ObeKTaM ONEePALMOHHON CUCTEMBI.
Mopemu nocryna. JIuckpenmonHas Mmoaenb. MannatHas mozaens. Poiu.
JlokanpbHas moJuTHKa 6€30MaCHOCTH.
Hacrpoiika mokanbHON NOJIUTUKU 6€30MaCHOCTH. AAMUHUCTPUPOBAHUE CUCTEMBI.
N3onupoBaHHas nporpamMMHas cpefa.
Cnoco06s1 opranmzanun. Metoasl mpuMmeneHus. ActiveDirectory.
. KommnekcHas cucrteMa opranuzauuu ynpasieHus nocrynom. Mucransuusi. Hacrpoiika.
10 AyauT 6€30MacHOCTH ONIEPALIMOHHON CUCTEMBI.
11. Metoasl mpoBedeHUS KOHTPOJBHBIX IPOBEPOUYHBIX MeponpusTtuil. IlporpammHubie
CpelcTBa ayauTa.
12. @yHKIIMU MEXKCETEBBIX IKPAHOB.
13. OrpanuyeHue pOocCTyna BHEUIHMX MoJb30oBaTeNneld. PasrpanuueHwe pocrymna.
dunbTpanus Tpaduka.
14. Anamuz wunpopmammu. Ilakernas Quibrpamusa. IlocpemHuyeckue ¢GyHKIUU.
JlonoHuTeNnbHbIE BO3MOXHOCTU MD.
15. Ocobennoctr HyHKIIMOHUPOBAHUS MEKCETEBBIX IKPAHOB.

ORI =



16. Mopens OSI. Dkpanupyromuit Mapupytuzatop. I[Iln03 ceaHcoBOro ypoBHS.
[MTpuxknannou nutro3. [1n03 3KCrIepTHOTO YPOBHS.

17. CxembI 3aIMTHI HA 6a3¢ MEKCETEBBIX 9KPAHOB.

18. IMonutuka MexcereBoro B3anMmoaecTus. Cxemsl noakatoueHus M3. [lepconaabHbie 1
pacnpenenennubie M. [Ipobnemsl 6e30macHocT M3,

19. TecTupoBaHUE MEXKCETEBBIX IKPAHOB.
20. TpeboBanus nmokazareneit TectupoBanus. Kinaccet M. TpeboBanus ®CTIK k MD.
21. ITpobnemsbr nHGOPMAITMOHHON 0€30TTaCHOCTU CETeH.

22. BBenenue B cereBoi MHGOpMaIMOHHBIH 0oOMeH. Mcrnonb3oBanue cetu HMHTepHeT.
Mogens ISO/ OSI u crek mportokonoB TCP/ IP.OGecrieuenne wuHPOPMAIIMOHHON
6e3onacHocTu cereid. CrocoObl oOecreueHus: uMHpopMamoHHOW Oe3omacHocTu. Ilytn
penieHus: mpooseM 3auThl THPOPMAIIUU B CETAX
23. KoHuenuus mocTpOeHUs! BUPTYAJIbHBIX 3aIUIIIEHHBIX CETEH.

24. HapexHas nepenaya nHGopmalvu Mo He3allUIEHHbIM KaHaiaM cBs3u. Lludposanue.
Aytentudukamnus. Bepudukammsa. M30bTouHOE KOTUPOBAHME.
25. VPN - perieHus i1 MOCTPOEHUS 3aIUILIEHHBIX CETEH.

26. BupryanbHble 3anuiIeHHbIE ceTU. TyHenupoBaHue. WHKancynsius MaKeToB.
Crpyktypa mnakera. CTpykTypa 3alllMIIEHHOrO TakeTa. BapuaHThl MOCTpOEHUS
3aIMIIeHHbIX KaHaaoB. Kiraccuduxarmms.

27. 3amuTa Ha KAHAJIbHOM yPOBHE.

28. IIporokonsl PPTP, L2F, L2TP.

29. ITpoTokoJibl (POPMUPOBAHUS 3AIIMIIEHHBIX KAHAIOB HA CEAHCOBOM ypoBHE. [IpoTOKOIIBI
SSL, TLS, SOCKS.\

30. 3amuTa Ha CETEBOM YPOBHE.

31. Apxutextypa cpencts 0ezomacnoctu [IPSec, AH, ESP.3amura Ha nmpukiagHom ypoBHe.

32. Opranuzanus yOaJIGHHOTO JOCTyIa. YTpaBjieHHEe HUACHTU(DUKAIMEH W JOCTYIIOM.
CpenctBa ympapnenus aoctynom.Web- nocrym. Ilpotokonst PAP, CHAP,S/ Key, SSO,
Kerberos.

7 cemecTp (muddepeHIMPOBAHHBIN 3a4eET):

1. TexHomorus oOHapy>KeHUS aTak.

2. KoHuenuusi azanTUBHOIO YIpaBieHUs O€30MacHOCThIO. TexHomorusi aHaiausa
3alIUIIEHHOCTH.

3. CpencTBa aHaJIM3a 3AIIUIIEHHOCTH CETEBBIX MPOTOKOJIOB U CEPBUCOB.

4. CpencrtBa aHaiu3a 3aIIUIIEHHOCTH OINEpalMOHHON cucteMbl. OOIMe TpeOoBaHUS K
BBIOMpPAEMBbIM CPE/ICTBAM aHAJIM3a 3alUIIEHHOCTH.

5. CpencrBa oOHApYKEHUS CETEBBIX aTakK.

6. Meronbl ananu3a cereBoi nHpopmanuu. Knaccupukamnus cucreM oOHapyKeHUs aTak.
KoMmoHeHTl W apxXuTeKTypa CHCTeMbl OOHapykeHus atak. (OCOOEHHOCTH CHCTEM
OOHapyXeHHUs1 aTaK Ha CETeBOM M OIEpallMOHHOM YpOBHsIX.MeTOoIbl pearupoBaHus Ha
CETEBBIE ATAKU.

7. O0G30p COBPEMEHHBIX CPEACTB OOHAPYKEHUS aTAK.

8. TexHomoruu 3alMThl OT BUPYCOB.

9. KowmmbroTepHble BUPYChl U MpoOJieMbl aHTUBUPYCHOM 3amuThl. Knaccuduxamms
KOMITBIOTEPHBIX BUPYCOBJKU3HEHHBIM HUKIT BUPYCOB. OCHOBHBIC KaHAJIbI PACpOCTPaHCHUS
BUPYCOB U APYTUX BPEAOHOCHBIX ITPOTPAMM.

10. MeToap! ynpaBjieHUs CpeCTBAMU CETEBOU 3aIIUTHI.

11. 3agaun ynpaBieHUs] CHCTEMON CETEBOM 3aIUThI. APXUTEKTypa YIpaBJICHUs CPEACTBAMU
ceTeBOM 3a1uThl. DYHKIIMOHUPOBAHUE CUCTEMBI YIIPABJICHUS CPEICTBAMHU 3AILUTHI.

12. Aynut 6e3omacHOCTH MHPOPMAIIMOHHOW CUCTEMBI.

13. MoHnutopuHr 6e3omacHOCTH cucteMbl. [IporpamMmHble cpencTBa MPOBEACHUS ayauTa
0e301aCHOCTH.

14. O630p COBPEMEHHBIX CUCTEM YITPABJICHUS CETEBOM 3aIUTOM.



15. Kmaccupukanmst cucteM 3amuthl. [lepCcrieKTUBB M TEHACHIIMM B Pa3BUTUU CUCTEM
3AILUTHI.

[TpumepHas TeMaTHKa KypCOBBIX padoT :

1. Mopens yrpo3z HC/I Ha npeanpusariuun

2. I[Tposenenue knaccudukamu AC u CBT no tpe6oBanusim @CTIK Ha npeanpusitun

3. [Tposenenue knaccupuxaiuu [1O o TpeboBanusm @CTIK Ha npeanpusaTun

4. IlpoBenenue kinaccudukanuu M3 no TpedoBanusm @CTIK Ha npeanpusTiu

5. IToctpoenune monenu Hapymmutens no TpedoBanusimM GCTIK Ha npennpusitun

6. [TocTpoenue moaenu Hapywmutens no TpedboBanusam @Cb Ha npeanpusaTun

7. Mopenb yrpo3 6e3omacHocTu MC nepcoHaIbHBIX JAHHBIX HA TIPEANPUITHI

8. KoMmruiekcHast MoJieib 3aIUThl THGOPMAIIUU HA TIPEANPUSTUH.

9. Ouenka 3¢p(}EeKTUBHOCTH CYIIECTBYIOLIUX MPOrPAMMHBIX U MPOTPAMMHO- alapaTHBIX
CPEJICTB 3aIUThl MH(GOPMAIUM C TPUMEHEHHEM CHEIUAIN3UPOBAHHBIX WHCTPYMEHTOB W
METOJI0B (MHIMBUAYAIIBHOE 3aJaHUE)

10. OG30p ™ aHamM3 COBPEMEHHBIX MPOTPAMMHO- alMapaTHBIX CPEACTB 3allUThI
nHbopMalu (MHIUBUIYATbHOE 3aJaHHE)

11. BpiOOp oONTHMaIbHOTO CpPEACTBA 3aIIUThl WH(MOPMAIIMM HCXOIS W3 METOJMYECKHUX
pexkoMennannit @CTIOK 1 uMeronumxcst UCXOAHBIX JaHHBIX (MHAUBUAYAIBLHOE 3a/IaHUE)

12. IIpuMeHeHHne MPOTPAMMHO- AIMIAPATHBIX CPEACTB 3AIUTHl UHPOPMAIIUU OT PA3ITMIHBIX
TUTIOB YTPO3 HA MIPEANPUATUH (MHIUBUAYATBHOE 3a/IaHNUE)

13. ITpobnema 3amutel nHGOPMAITUU B 00IaUHBIX XpaHuIuIax gaHHbeiX 1 1O ]ax

14. 3amuTa cpes BUpTyaau3aiuu.

Pe3ynbpTaTel (0OCBOSHHBIE PO ECCUOHATBLHBIE
KOMITETEHI[N )

CDOpMI)I N MCTOAbI KOHTPOJISA U OOCHKH

IIK 2.1. IIpou3BOAUTH YCTAHOBKY, HACTPOMKY,
WCTIBITAHUS U KOH(MUTIYypUPOBAHUE MPOTrPAMMHBIX
U TPOrpaMMHO- amlapaTHBIX, B TOM YHUCIIE
KPUTNITOTrpapUIECKUX CpeNCTB 3aIUTHI
nHpopmau oT HECAaHKIIMOHUPOBAHHOTO
JOCTyla W CHEIUMAJIbHBIX  BO3JEHCTBUI B
o0opyaoBaHUe HH(POPMALIMOHHO —
TEJICKOMMYHHKAIMOHHBIX CUCTEM U CETEH

oTpoc

MpaKTU4YeCKue padboTh
nabopaTopHbIe padOTHI
KypPCPCOBOU MPOEKT

IIK 2.2. TTonnepxuBath OecriepeboitHyr0 paboTty
MPOTPAMMHBIX M MPOrPAMMHO- AIMapaTHBIX, B
TOM 4HCI€ U KpUNTOrpadUyecKUX CpercTB
3ammThl  MHQOpMAaIMu B HHPOPMALMOHHO —
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMAX U CETSIX

oTpoc

MpaKTUYeCKue padboTh
nabopaTopHbIe paOOTHI
KypCpPCOBOU IMMPOEKT

IIK 2.3. OcymecTBasTh 3amuTy WHGOPMAIUU OT
HECAHKIIMOHUPOBAHHBIX EVCTBUI U CIIEIIUAIBHBIX
BO3JICHCTBUMN B nH(pOpPMAITMOHHO—
TEIEKOMMYHUKAIIMOHHBIX CHUCTEMax U CETSAX C
WCIIOJIb30BAHUEM IMPOTPAMMHBIX M MPOTrPAMMHO-
anmapaTHbIX, B TOM YHCIIe KPUNTOTpadUuecKux
CPEACTB B COOTBETCTBUU C MPEABSIBICHHBIMU
TpeOOBAHUSIMU.

omnpoc
MPAaKTHYECKUE paOOThI
nabopaTopHbIe padOTHI
KypPCPCOBOU MPOEKT

8. VYEBHO- METOANMYECKOE 1 THOOPMALIMOHHOE OBECIIEYHEHUME

MJIK
a) muTepaTtypa

OcHoBHas nuTeparypa




CeTn M TEIEKOMMYHMKAIIUY : YUEOHUK W MPAKTHKYM JUISI CPEIHETO IMPOo(ecCHOHATBLHOTO
oopazoBanus/ K. E.CamyiinoB [u 1p.]; mnom pemakumeir K. E. Camyiinosa,
H. A. lanumosa, [1. C. KynsaboBa. — 2-e u3a., nepepad. u gon. — Mocksa : M3maTenscTBo
FOpaiit, 2024. — 464 c. — (IIpodeccrnonansHoe obpazoBanue). — ISBN 978-5-534-17310-9.
— Texcr : anextponnsii // Ob6pa3oBatenbHas miatdhopma FOpaiit [caitt]. — URL: https://
urait.ru/bcode/542157

Kazapun, O. B. IIporpaMMHO- anmapaTHbIE CpeICTBa 3alUTHl MHPOpPMALUU. 3aluTa
MPOTrpaMMHOTO OOeCIeYeHHs . yUeOHUK U MPAKTUKYM IS CPEIHEro MpogecCHOHATBLHOTO
oopazoBanus/ O. B. Kazapun, A.C.3ababypun. — Mocksa: W3matenbctBo IOpaiir,
2024. — 312c.— (IIpodeccuonanpHoe obpazoBanue). — ISBN 978-5-534-13221-2. —
Texkct : anmexkTponHbIii // O0paszoBatenbHas 1atdopma FOpait [caiiT]. — URL: https://
urait.ru/bcode/543631

Buyxkos, A. A. OcHoBbI HH(YOPMAIIMOHHON 0€30TACHOCTHU: 3aIuTa HHpOopMaLINK : yueOHOE
nmocobue s cpeaHero mpodeccuoHaabHoro obOpazoBanus/ A. A. BHykoB. — 3- e u3fm.,
nepepad. u gom. — MockBa : M3gatensctBo FOpaiit, 2024. — 161 c. — (IIpodeccrnonaapHOe
obpazoBanue). — ISBN 978-5-534-13948-8. — Texkcr : anextponHsbli // Obpa3zoBaTenbHas
matdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/542340

JloToTHUTENTbHAS TUTEpATypa

Comnonckast, O. N. CpencrBa 3ammuthl nHGopMmanm : yueoHoe nmocooue mist CITO/ O. U.
Cononckas. — Capatos : IIpodobpaszoBanne, 2022. — 88 c. — ISBN 978-5-4488-1504-1. —
Texkct : anexkTponnsiit // LudpoBoit obpazoBatenbHbiii pecypc IPR SMART : [caifiT]. —
URL: https://www.iprbookshop.ru/125578.html

Kazapun, O. B. OcHoBbl MH(GOPMAIIMOHHON OE30MaCHOCTH: HAJIEKHOCTh U OE30MacCHOCTh
IIPOTPAMMHOTO OOecCIieYeHusl : y4eOHOe Tocodme I CpemHero MpogdecCHOHATBHOTO
oopazoBanus / O. B. Kazapun, W.b. lllyounckuii. — Mocka : M3zmatenbctBo IOpaiir,
2024. — 342 c.— (IIpodeccuonanpaoe obOpaszoBanue). — ISBN 978-5-534-10671-8. —
Tekct : amexkTponHsblii // ObpaszoBatenpHas 1atgopma FOpaiit [caiit]. — URL: https://
urait.ru/bcode/542339

TexHomoruu 3amMUTH THGOPMALIMM B KOMITBIOTEPHBIX CETSX : yueOHoe mocobue ms CI1O /
H. A. Pynenxos, A. B. Ilponerapckuii, E. B. CmupnoBa, A. M. CypoBoB. — 2-¢ u3a. —
CapartoB : IIpodobpazoBanue, 2024. — 368 c¢. — ISBN 978-5-4488-1014-5. — Tekcr :
anexkTpoHHslit // LludpoBoit obpazoartensHblii pecypc IPR SMART : [caiiT]. — URL:
https:// www.iprbookshop.ru/139767.html (mata oOpamenus: 10.07.2024). — Pexum
JOCTYIIA: JJIsl aBTOPU3HP. MTOIb30BaTENEH

OpraHu3aliioHHOE U MpaBOBOE obecneyeHne NHPOPMALIMOHHON 0€30MTaCHOCTH : yUeOHUK U
MPAaKTUKYM IS CcpegHero  mpodeccmoHanbHOoro  oOpazoBanmsi/ T. A. Ilonsikosa,
A. A. CrpensuioB,  C.T. UyOyxkosna, B. A. Huecos ; OTBETCTBEHHBIE  PEAAKTOPHI
T. A. ITonskosa, A. A. CtpenbioB. — Mocksa : M3natensctBo FOpaiit, 2024. — 325¢. —
(ITpodeccuonanbHoe oOpazoBanue). — ISBN 978-5-534-00843-2. — TeKcCT : 371eKTPOHHBIH //
OOpa3zoBartenbHas matdopma FOpaiit [calit]. — URL: https://urait.ru/bcode/537691

3ammuTa MepCcoHaJbHBIX JaHHBIX : yueOHoe rmocodbue aias CITO / O. M. IN'onemOuoBckas, M.



1O. Prrros, FO. 1O. I'pomoB [u np.]. — Caparo, Mocksa : [IpodobpazoBanue, At I1lu Ap
Memua, 2024. — 156 c. — ISBN 978-5-4488-1753-3, 978-5-4497-2662-9. — Tekcr :
anexTpouHslil // L{udposoii obpazoBartenbhblii pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/135612.html

6) nporpammMHoe obecrnieueHue U HTepHeT-pecypehl

Ne HaunmenoBanue Onucanue

1 [ LibreOffice BbecrutatHoe pacnpoctpanenne no junensun GNU LGPL
https://ru.libreoffice.org/about-us/license/

2 | LibreOffice becninatHoe pacnpoctpanenue no nuieH3un GNU LGPL
https://ru.libreoffice.org/about-us/license/

3 | VirtualBox becrutatHoe pacnipoctpanenue no ymneHsun GNU GPL
https://www.virtualbox.org/wiki/GPL

B) mpodeccruoHaabHble 0a3bl JAHHBIX U NH(OPMALIMOHHBIE CIIPABOYHBIE CHCTEMBbI

9. MATEPUAJIBHO-TEXHUYECKOE OBECITEYHEHUE M/IK
3ansatus o MJIK.02.01 mpoBoasTcs B ydyeOHOW ayauTOPHH, KOMITBIOTEPHOM KIacce,
nabopatopurt UHPOPMAIIMOHHO- TEIEKOMMYHHMKAIIMOHHBIX CUCTEM U CeTel, jJabopaTopuu
3aIUTHI THPOPMALIUK OT YTEUKU IO TEXHUYECKUM KaHajlaM, JIabopaTOpHH MPOTPAMMHBIX
MPOrpaMMHO- alMapaTHbIX CPEACTB 3alUThl HHQOpMalUU, KaOMHETe METPOJIOTUU MU
CTaHIapTU3ALINU
OcHamennst kabunera: Crenuananu3vpoBaHHas MeOellb U TEXHUYECKUE CPEACTBA OOydeHMS,
CIIy’)Kallle I TPEACTaBIIeHUs y4eOHOW HH(popMauuu OOJBIIONW ayIUTOPUU: ydeOHas
Me0enb, 10CKa, MyJIbTUMEIUA-IIPOEKTOP, MPOEKIMOHHbIN 3kpaH, [1K.
Ocnamenne mnaboparopun: CrneunanusupoBaHHas MeOelb W TEXHUYECKHE CpEeACTBa
0o0yueHUsl, CIyXallue sl MPEeACTaBleHUus] yuyeOHON HHQpopMaIMu OOJbIIONW ayJIUTOPUU:
yuebHas mebensb, [1K, mabopaTtopHoe obopyroBaHue.




